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Abstract

An increasing number of countries and companies rou-
tinely block or monitor access to parts of the Internet.
To counteract these measures, we propose Infranet a sys-
tem that enables clients to surreptitiously retrieve sensitive
content via cooperating Web servers distributed across the
global Internet. These Infranet servers provide clients ac-
cess to censored sites while continuing to host normal un-
censored content. Infranet uses a tunnel protocol that pro-
vides a covert communication channel between its clients
and servers, modulated over standard HTTP transactions
that resemble innocuous Web browsing. In the upstream
direction, Infranet clients send covert messages to Infranet
servers by associating meaning to the sequenceof HTTP
reguests being made. In the downstream direction, Infranet
servers return content by hiding censored data in uncen-
sored images using steganographic techniques. We describe
the design, a prototype implementation, security properties,
and performance of Infranet. Our security analysis shows
that Infranet can successfully circumvent several sophisti-
cated censoring techniques.

1 Introduction

The World Wide Web is a prime facilitator of free
speechmary peoplerely onit to voice their views andto
gainaccesso informationthattraditionalpublishingvenues
may be loathto publish. However, over the pastfew years,
mary countriespolitical regimes,andcorporationhave at-
temptedto monitor and often restrictaccesgo portionsof
theWebby clientswho usenetworksthey control. Many of
theseattemptshave beensuccessfulandthe useof theWeb
asafree-floving mediumfor informationexchanges being
severelycompromised.

Several countriesfilter Internetcontentat their borders,
fearful of alternatepolitical views or external influences.
For example,Chinaforbids accesgo mary news sitesthat
have beencritical of the country’sdomesticpolicies. Saudi

Arabiais currently soliciting contentfilter vendorsto help
block accesdo sitesthat the governmentdeemsinappro-
priatefor political or religiousreasong10]. Germaly cen-
sorsall Nazi-relatedmaterial. Australia’s laws banpornog-
raphy In addition, Internetcensorshiprepeatedlythreat-
ensto crosspolitical boundaries. For example, the U.S.
SupremeCourtrecentlyrejectedFrances requesto censor
Nazi-relatedmaterialon Yahoos site[12]. Censorshigand
suneillancealso extend into free enterprise with several
companiesn the U.S. reportedlyblocking accesgo sites
that are not relatedto conductingbusiness.In additionto
blockingsites,mary companiesoutinelymonitortheirem-
ployees’Web surfinghabits.

This paperfocuseson the challengingtechnical prob-
lemsof circumwventingWeb censorshindlargely ignores
the mary relatedpolitical, legal, andpolicy issues.In par
ticular, we investigatehow to leverageWeb communication
with accessiblesenersin orderto surreptitiouslyretrieve
censoreatontentwhile simultaneouslynaintainingplausi-
ble deniability againstreceving that content. To this end,
we develop a covert communication tunnel that securely
hidesthe exchangeof censoredcontentin normal,innocu-
ousWebtransactions.

Our system,called Infranet, consistsof requesters and
responders communicatingover this covert tunnel. A re-
guesterrunningon a users computer first usesthe tunnel
torequestensoredontent.Uponreceving therequestthe
respondera standardpublic Web sener running Infranet
software,retrievesthe soughtcontentfrom the Webandre-
turnsit to therequestewia thetunnel?!

Thecoverttunnelprotocolbetweeraninfranetrequester
andrespondemustbe difficult to detectandblock. More
specifically a censorshould not be able to detectthat a
Webseneris aninfranetrespondepr thataclientis anin-

1We usethe terms“requester’and “responder’ratherthan the more
traditional “client” and “server” to avoid confusionwith Web clients
(“browsers™) and Web seners. We also considereda numberof terms
like “proxy”, “gatevay”, “front-end”, etc., but rejectedthem for similar
reasons.



franetrequesterNothingin their HTTP transaction®ught
to arousesuspicion.

The Infranettunnel protocol usesnovel techniquedor
covert upstreancommunication.lt modulatescovert mes-
sageson standardHTTP requestsfor uncensoredcon-
tentusinga confidentiallynegotiatedfunction which maps
URLsto messagéragmentshatcomposeequestgor cen-
soredcontent. For downstreamcommunicationthe tunnel
protocolleveragesexisting datahiding techniquessuchas
steganographyWhile steganographyrovideslittle defense
againstcertainattacks,we are confidentthat the ideaswe
presentcanbe usedin conjunctionwith otherdatahiding
techniques.

Themainchallengen thedesignof thetunnelprotocolis
ensuringcovertnesavhile providing alevel of performance
suitablefor interactve browsing. Furthermorethe tunnel
protocolmustdefendagainst censorcapableof passie at-
tacksbasedon logging all transactionsand paclets,active
attacksthat modify message®r transactionsand imper
sonationattackswherethe adwersarypretendgo bealegit-
imate Infranetrequesteor responder Our securityanaly-
sisindicatesthatInfranetcansuccessfullycircumventser-
eral sophisticateccensoringtechniquesjncluding various
active andpassve attacks.Our systermhandlesalmostall of
thesethreatswhile achieving reasonabl@erformanceThis
is achieved by taking advantageof the asymmetricband-
width requirement®f Web transactionswhich requiresig-
nificantly lessupstreanbandwidththandownstreanmband-
width.

To assesshe feasibility of our design,we implemented
an Infranetprototypeand conducted seriesof testsusing
client-sideWeb tracesto evaluatethe performanceof our
system. Our experimentalevaluationshows that Infranet
provides acceptablebandwidthfor covert Web browsing.
Ourrange-mappinglgorithmfor upstreancommunication
allows arequesteto innocuouslytransmita hiddenrequest
in a numberof visible HTTP requestdhatis proportional
to the binaryentropy of thehiddenrequestistribution. For
two typical Web sitesrunningInfranetrespondersye find
thatarequesteusingrange-mappinganmodulate50% of
all requestdor hiddencontentn 6 visible HTTP request®r
fewerand90%of all hiddenrequestén 10visible HTTPre-
guestsor fewer. Usingtypical Webimages,ourimplemen-
tation of downstreamhiding transmitsapproximatelyl kB
of hiddendatapervisible HTTP response.

2 Related Work

Many existing systemsseekto circumvent censorship
and surwillance of Internettraffic. Anonymi zer. com
provides anorymous Web sessiongby requiring usersto
malke Web requestghrougha proxy thatanorymizesuser
specificinformation,suchastheusers IP addresg2]. The

compary also provides a productthat encryptsHTTP re-
gueststo protectuserprivagy; Zero Knowledgeprovidesa
similar product[24]. Squidis a cachingWeb proxy that
can be usedas an anorymizing proxy [21]. The primary
shortcomingpf theseschemess thata well-known proxy is
subjectto beingblocked by a censor Additionally, the use
of anencryptedunnelbetweera userandtheanorymizing
proxy (e.g.,portforwardingoverssh) engendersuspicion.

Becausecensoringorganizationsare actively discover-
ing and blocking anorymizing proxies, SafeVb haspro-
poseda productcalled Triangle Boy, a peerto-peerappli-
cationthat volunteersrun on their personalmachinesand
thatforwardsclients’Webrequestso SafeWeb’sanorymiz-
ing proxy [19, 27]. Safe\Web recentlyformed an alliance
with the Voice of America[28], whosemissionis to en-
ableChinesdnternetusersto gainacces$o censoregites.
However, Triangle Boy hassereral dravbacks. First, the
encryptecconnectiorto amachinerunningTriangleBoy is
suspiciougndcanbetrivially blockedsinceSSLhandshak-
ing is unencrypted.Second SafeV.eb’s dependencen an
encryptecchannefor confidentialitymalkesit susceptibleo
traffic analysissinceWebsitefingerprintingcanexposethe
Websitesthatausermrequestsevenif therequesttselfis en-
crypted[7]. Third, SafeWbis vulnerableto severalattacks
thatallow anadwersaryto discovertheidentity of a Safe\eb
user aswell asevery Web site visited by that user[11].
Peekabootalsoattemptgo circumventcensoringirewalls
by sendingSSL-encryptedequestgor censoredtontentto
athird party; but its relianceon SSL alsomalkesit suscepti-
ble to traffic analysisandblocking attackg26].

Various systemshave attemptedto protect anorymity
for userswho publish and retrieve censoredcontent. In
Crowds, usersjoin a large, geographicallydiversegroup
whosememberscooperatéan issuingrequeststhus mak-
ing it difficult to associaterequestswith the originating
user[18]. Onionrouting also separatesequestdrom the
userswho make them[25]. Publius[30], Tangler[29], and
FreeHaven [4] focuson protectingthe anorymity of pub-
lishersof censorectontentandthe contentitself. Freenet
providesanorymouscontentstorageandretrieval [3].

Infranetaimsto overcomecensorshipand sureillance,
but alsoprovidesplausibledeniabilityfor users.In addition
to establishinga secure channel betweerusersandinfranet
responders,our systemcreatesa covert channel within
HTTPR, i.e., a communicationrchannelthat transmitsinfor-
mationin amannemotervisionedby the original designof
HTTP[9]. In contrastwith techniqueghatattemptto over-
comecensorshipusing a confidentialchannel(e.g., using
SSL,whichis trivial to detectandblock) [19, 23, 24, 26,
our approachis significantly harderto detector block. To
be effective againstblocking, a schemefor circumventing
censorshipnustbe covertaswell assecure.
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Figure 1. Infranet system architecture .

3 System Architecture

This section presentsinfranet’s design considerations
and systemarchitectureand givesan overview of the sys-
tem’s communicatiorprotocols.

3.1 Terminology

Figure 1 shaws the systemarchitectureof Infranetand
introducegelevantterminology Userssurf Web contentas
usualvia a Web browser To retrieve censorectontent,the
browserusesa software entity thatruns on the samehost,
called the Infranet requester, asits local proxy. The In-
franetrequesteknows aboutone or moreInfranet respon-
ders, which areWeb senersin the global Internetthatim-
plementadditional Infranet functionality. The ideais for
the Web browser to requestcensoredcontentvia the In-
franetrequesterwhich in turn sendsa messagdo an In-
franetresponderTheresponderetrievesthis contentfrom
the appropriateorigin Web sener andreturnsit to the re-
guesterwhich deliverstherequestedontentto thebrowser
Therequesteandrespondecommunicatevith eachother
usinga coverttunnel. Technically Infranetinvolvesthree
distinct functions—issuinga hiddenrequestdecodingthe
hiddenrequestandservingthe requestedontent.We first
describeasystemwherebytherespondeperformsthelatter
two functions. We describea designenhancement Sec-
tion 8 wherebyan untrustedforwarder canforward hidden
requestandsene hiddencontent,therebymakingit more
difficult for a censorto block accesgo the system.

The censor showvn in Figure 1 might have a wide range
of capabilities At aminimum,thecensorcanblock specific
IP addresseée.g.,of censoredsitesandsuspectednfranet
responders)More broadly thecensomighthavethecapa-
bility to analyzdogsof all obsenedWebtraffic, or evento
modify thetraffic itself.

The long-term successof Infranet dependson the
widespreadieploymentof Infranetresponderi the Inter-
net. Oneway of achieving thismightbeto bundleresponder

softwarewith standardVeb sener software(e.g.,Apache).
Hopefully, a significantnumberof peoplewill run Infranet
responderslueto altruismor becausehey believe in free
speech.

3.2 Design Goals

We designedinfranetto meeta numberof goals. Or-
deredby priority, thegoalsare:

1. Deniability for any Infranet requester. It shouldbe
computationallyintractableto confirm that any individual
is intentionallydownloadinginformationvia Infranet,or to
determinewhatthatinformationmightbe.

2. Satistical deniability for the requester. Evenif it is
impossibleto confirmthata clientis usingInfranet,anad-
versarymight notice statisticalanomaliesn browsing pat-
ternsthat suggest clientis usingInfranet. Ideally, an In-
franetusers browsing patternshouldbe statisticallyindis-
tinguishablegfrom thoseof normalWebusers.

3. Responder covertness. Sinceanadwersarywill likely
block all known Infranet respondersjt must be difficult
to detectthat a Web sener is running Infranet simply by
watchingits behaior. Of course,ary requesteusingthe
sener will know that the sener is an Infranetresponder;
however, this knowledgeshouldonly arisefrom possession
of asecrethatremainsunavailableto thecensor If thecen-
sorchoosesotto blockaccesso therespondebut ratherto
watchclientsconnectingto it for suspiciousactiities, de-
niability shouldnot be compromised.The respondemust
assumehatall clients are Infranet requesters. Thisensures
thatInfranetrequestergannotbe distinguishedrom inno-
centusershasedntherespondes behaior.

4. Communication robustness. The Infranet channel
shouldberohustin thepresencef censorshimctiities de-
signedto interferewith Infranetcommunication.Note that
it isimpossibleto beinfinitely robust,becausacensowho
blocksall Internetacceswill successfullypreventinfranet
communication.Thus,we assumehe censompermitssome
communicatiorwith non-censoredites.



Any techniquethatpreventsa sitefrom beingusedasan
Infranetrespondeshouldmake thatsite fundamentallyun-
usableby non-Infranetclients. As an exampleof a scheme
thatis not robust, considerusingSSL asour Infranetchan-
nel. While this providesfull requesteand respondeide-
niability and covertnesgsincemary Web senersrun SSL
for innocentreasons)ijt is quite plausiblefor a censorto
block all SSL accesgo the Internet,sincevastamountsof
informationremainaccessibléhroughnon-encrypteaon-
nections. Thus, a censorcan block SSL-Infranetwithout
completelyrestrictinginternetaccess.

In asimilar vein, if the censorasconcludedhata par
ticular site is an Infranetresponderwe shouldensurethat
their only optionfor blockingInfranetaccesss to block all
accesdo the suspectedite. Hopefully, this will make the
censomorereluctantto block sites,which will allow more
Infranetresponderso remainaccessible.

5. Performance. We seekto maximizethe performance
of Infranetcommunicationsubjectto our otherobjecties.

3.3 Oveview

A requestemustbe able to both join and useInfranet
without arousingsuspicion. To join Infranet, a usermust
obtainthe Infranetrequestesoftware, plus the IP address
and public key of at leastone Infranet responder Users
mustbe ableto obtainInfranetrequestesoftware without
revealingthatthey aredoingso. Informationaboutinfranet
respondersnustbeavailableto legitimateusers put should
notfall into the handsof anadwersarywho couldthencon-
figure a simple IP-basedfiltering proxy. Oneway to dis-
tribute software is out-of-bandvia a CD-ROM or floppy
disk. Userscansharecopiesof thesoftwareandlearnabout
Infranetresponderslirectly from oneanother

The designandimplementatiorof a goodtunnelproto-
col betweeran Infranetrequesteandresponders the crit-
ical determinanbf Infranet’s viability. Therestof this sec-
tion givesan overview of the protocol, and Section4 de-
scribesheprotocolin detail.

We definethetunnelprotocolbetweertherequesteand
respondein termsof threeabstractiorayers:

1. Message exchange. This layer of abstractiorspecifies
high-level notionsof informationthatrequesteandre-
spondecommunicateo eachother

2. Symbol construction.  Any communicationsystem
must specify an underlyingalphabetof symbolsthat
aretransmitted.This layer of abstractiorspecifieshe
alphabetdor both directionsof communication.The
primarydesignconstraintis covertness.

3. Modulation. The lowest layer of abstractionspeci-
fiesthe mappingbetweersymbolsin the alphabetand
messagdragments. The main designgoal is reason-
able communicationbandwidth,without compromis-
ing covertness.

Infranet
Responder

Infranet
Requester

Censor

Hup(MSG, COVER ' SECRET )

>

‘Hdown (MSG, COVER down » SECRET )

l

Figure 2. Top-most layer of abstraction in comm unication
tunnel.

Thetop-mostayerof abstractioris theexchangeof mes-
sagedetweenthe requesteand responder The requester
sendsrequestdor contentto the responderhiddenin vis-
ible HTTP traffic. The respondemanswerswith requested
contenthiddenin visible HTTP responsesfterobtainingit
from the origin sener. As shovnin Figure2, messageare
hiddenwith a hiding function #(MSG, COVER, SECRET),
wheremsG is themessagéo be hidden,COVER is thevisi-
ble traffic mediumin whichMsG is hidden,andsSECRET en-
suresthatonly therequesteandrespondecanreveal M sG.

Designingthe hiding function involvesdefininga set
of symbols that map onto messagdragments. The set of
all symbolsusedto transmitmessagé&agmentds calledan
alphabet. Sinceanorderedsequencef fragmentsformsa
messagean orderedsequencef symbols,alongwith the
hiding function, alsorepresens message Both upstream
and downstreamcommunicationrequire a setof symbols
for transmittingmessages.

Thelowestabstractiorayeris modulation, which speci-
fiesthe mappingbetweermessagéragmentsandsymbols.
We discusssereral waysto modulatemessage# the up-
streamanddownstreandirectionsin Sections4.2and4.3.

3.3.1 Upstream Communication

In our design,the cover mediumfor upstreantommunica-
tion, COVER,y, is sequencesf HTTP requestgnote that
which link is selectedn the pagecontainsinformationand
canthereforebeusedfor communication).

The alphabeis the setof URLs ontherespondes Web
site. Other possiblealphabetsxist, suchasvariousfields
in the HTTP and TCP headers.We chooseto usethe set
of URLs asour alphabebecausét is moredifficult for the
transmissiornf message$o be detected,t is immuneto
maliciousfield modificationsby a censor andit provides
reasonabldandwidth. Careful meteringof the orderand
timing of the cover HTTP communicationmalesit diffi-
cultfor thecensotto distinguishinfranet-relatedraffic from
regular Web browsing. Upstreammodulationcorresponds
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Figure 3. Messages exchanged during the tunnel setup

aje)s Apealg

and steady state comm unication phases. Message ex-
chang es are driven by a common state machine shown
on the left. In the optional Initialize Modulation Func-
tion state, the responder sends an initial modulation
function Uj;ni: to the requester .

to mappinga sequencef oneor moreURL retrievals, visi-
bleto acensorto asurreptitiougequestor acensoredVeb
object.

3.3.2 Downstream Communication

The cover medium in the downstream direction,
COVERgown, IS provided by JPEG images (within
HTTP responsestreams). The responderusesthe high
frequeny component®sf imagesasits alphabefor sending
message$o the requester This techniqueprovides good
bandwidthandhiding properties.Downstreanmodulation
consistsof mappinga sequenceof high-frequeng image
componentso the censoredveb object,suchasHTML or
MIME-encodedcontent.

4 Tunnel Protocol

The Infranettunnel protocolis divided into threemain
components:tunnel setup,upstreamcommunicationand
downstreamcommunication. Tunnel setup allows both
partiesto agreeon communicationparameters.Upstream
communicatiorconsistf messagéransmissiongrom re-

guestetto responderDownstreamcommunicatiorconsists
of messagéransmission#n the oppositedirection.

Both the requesterand responderoperateaccordingto
thefinite statemachineshonnin theleft columnof Figure3.
The first four statesconstitutetunnel setup. The lasttwo
composesteady state communicationwherethe requester
transmitshiddenURLs andtherespondeanswerswith the
correspondingontent.

We now explorevariousdesignalternatvesanddescribe
themechanismsisedfor eachpartof the protocol.

4.1 Tunnel Setup

An Infranetrequesterand responderestablisha tunnel
by agreeingon parameterso the hiding functions*,,, and
Haown- The requesterand responderexchangethesepa-
rameterssecurely therebyensuringconfidentiality during
futuremessagexchanges.

Figure3 shavsthemessagemvolvedin establishinghe
tunnel. Communicatiorwith anInfranetrespondebegins
with arequesfor anHTML pagesenedby the responder
This first requesinitiatesthe following tunnelsetupproto-
col:

1. Set User ID

Therequestesendsanimplicit HELLO messagéo the
respondeby requestinfan HTML documentsuchas
i ndex. htnm .

To identify subsequentnessagdransmissionsfrom
the requesterthe respondercreatesa uniqueuseriD
for the requester This userID could be explicitly set
viaaWebcookie.However, for greateidefenseagainst
tamperingtheuserlD shouldbesetimplicitly. As ex-
plainedlater, therespondemodifiesthevisible URLs
onits Websitefor eachrequesterSuchmodificationis
sufficient to identify requesterbasedon which URLs
arerequested.

2. Exchange Key

To ensure confidentiality the requester uses a
respondesspecificmodulationfunction U;,,;; to send
a sharedsecret,sKEY, encryptedwith the public key
of theresponder

Therespondereco/ersskEy usingits privatekey.

3. Update Modulation Function

The respondefirst selectsa requestespecificmodu-
lation functionU;nne - Next, the respondehidesthe
functionin anHTTP responsestreamwith the shared
SecretsKEey.

The requesterrecovers Usynner from the HTTP re-
sponsestreamusingsKEY.



Thus, the tunnel setupconsistsof the exchangeof two
secrets:a secretkey SKeY, anda secretmodulationfunc-
tion Usunnet- SKEY ensureghat only the requestelis ca-
pableof decodingthe messagekiddenin HTTP response
streams.Uyunner allows the requesteto hide message
HTTP requeststreams. The secreg of Uiynner provides
confidentialityfor upstreanmessageby ensuringthatit is
hardfor acensoito uncoverthesurreptitiougequestseven
if arequesteis discovered.

In orderfor the requesteto initiate the transmissiorof
SKEY, encryptedwith the Infranetrespondes public key,
therequestemusthave a way of sendinga messagéo the
responderThetransmissions doneusinganinitial modu-
lation function, U;,,;;. This initial function may be a well-
known function. Alternatively, the respondemay sendan
initial modulationfunction, #;,;; to the requester To pro-
tectrespondecovertnessthisinitial functionshouldbehid-
denusingarespondeispecifickey IKEY. Therequestemay
learnikEY with thelP addressndpublickey of therespon-
der This method,which requiresthe additionallnitialize
Modulation Function state hasthe advantageof allowing
responderso periodicallychangemodulationschemeshut
suffersthe disadwantageof requiringmore HTTP message
exchangedo establishatunnel.

With the tunnel establishedthe requesterand respon-
derenterthe Transmit Request state.In this state there-
questemusedfy,ne 10 hidearequesfor contentin aseries
of HTTP requestsentto the InfranetresponderWhenthe
covertrequestompletestherequesteandrespondeenter
theTransmit Response state atwhich pointtheresponder
fetchesthe requestectontentand hidesit in an HTTP re-
sponsestreamusingskey. Whenthetransmissions com-
plete,the requesteandrespondeboth re-enterthe Trans-
mit Request state.

4.2 Upstream Communication

At the mostfundamentalevel, arequestesendsa mes-
sageupstreanby sendingtherespondea visible HTTP re-
guestthatcontainsadditionalhiddeninformation. Figure4
shavs the decompositiorof the upstreamhiding function
Hup(MSG, HTTP REQUEST STREAM, U,,), whereMsG is
the transmittedinformation (e.g., requestfor hiddencon-
tent), HTTP REQUEST STREAM is the caover medium,and
U, is amodulationfunctionthathidesthe messagé avis-
ible HTTP request stream. Thespecificmappingfrom mes-
sagdragmentgo visible HTTPrequestslepend®nthepa-
rameterz.

To senda hiddenmessagea requesterdivides it into
multiple fragments, each of which translatesto a visi-
ble HTTP request. The respondemppliest/; ! to the re-
guesters HTTP requestdo extractthe messagdragments
andreassemblethemto recoverthe hiddenmessage.

Therearemary possiblechoicesfor the upstreanmod-
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Figure 4. Sequence of HTTP requests and responses in-
volved in asingle upstream message transmission. Both
parties must know the secret modulation function .

ulation function{,,. Eachoption for U/, presentsa differ-
entdesigntradeof betweercovertnessandupstreanband-
width. There are mary modulation functions that pro-
vide deniability for an Infranet requestercertain types
of basic mappingschemeswhen implementedcorrectly
can do so. We describetwo such examplesin Sec-
tions4.2.1and4.2.2.To provide statisticaldeniability, how-
ever, requestshouldfollow typical browsingpatternanore
closely To achieve this, we proposethe range-mapping
schemen Section4.2.3.

421 Implicit Mapping

Oneof thesimplest/, modulatesachbit of ahiddenmes-
sageasa separatHTTP request.While this approactpro-
videsextremelylimited bandwidth,it offersa high level of
covertness—orary givenpagethe requestemay click on
ary oneof half of thelinks to specifythenext fragment.For
example,one canspecifythatany even-numberedink on
the pagecorrespondso a 0, while ary odd-numberedink
corresponds al. A generalizatiorof thisschemaiseshe
function R mod n, whereR is specifiedby the Rth link on
the last requestegpageandn is at mostequalto the total
numberof links onthatpage.This mechanisnmaybeless
covert,but senddg(n) bits of informationpervisible HTTP
request.

4.2.2 Dictionary-based Schemes

An Infranetrespondecansendtherequester staticor dy-
namic codebook that mapsvisible HTTP request4o mes-



sagefragments. While a static mappingbetweenvisible
HTTP requestsand URLs is simpleto implement,the re-
sulting visible HTTP requesistreamamay resultin strange
browsing behaior. To createa dynamicmapping,the re-
sponderusesimagesembeddedn eachrequestecageto
sendupdatesto the modulationfunction as the upstream
transmissiorprogresses.The respondemay also useits
log of hiddenrequestdo provide most probablecomple-
tions to an ongoing messagdransmission. Transmission
of ab-bit hiddenmessageisinga dictionary-basedcheme,
whereeachdictionaryentry containsM bits requiresb/M
visible HTTP requests.

The structure of the dictionary determinesboth the
covertnessandbandwidthof the modulatedrequest There-
fore, the dictionary might be representechs a directed
graph, basedon the structureof the Infranet respondes
Web site. To presere confidentialityin the event that a
communicatiortunnelis revealed the dictionaryshouldbe
known only to therequesteandtheresponder

4.2.3 Range-mapping

The requesterand respondercommunicatevia a channel
with far greaterbandwidthfrom the respondetito the re-
guestethanvice versa.Becausg¢herespondesenesmary
Infranetusers’requestgor hiddencontent,it canmaintain
the frequeng distribution of hiddenmessages;. A re-
guestemwantsto sendamessageyRrL, from thedistribution
C. Thiscommunicationmodelis essentiallytheasymmetric
communicatiormodelpresentedy Adler andMaggs[1].

We leveragetheir work to producean iterative modula-
tion functionbasedon range-mapping of the distribution of
lexicographicallyorderedURLs, C. In eachround,there-
spondesendsherequestensetS of tuples(s;,r;), where
s; is astringin the domainof C andr; is thevisible HTTP
requestthat communicates;. s; is called a split-string.
It specifiesthe range of stringsin C that arelexicograph-
ically smallerthanitself andlexicographicallylarger than
theprecedingsplit-stringin S. Theclientdeterminesvhich
lexicographicinterval containsthe hiddenmessagandre-
spondswith the split-stringthatidentifiesthatinterval.

While the focus of the Adler-Maggsprotocolis to en-
able communicationover an asymmetricchannel,we are
alsoconcernedvith maintainingcovertnessand statistical
deniability. In particular we aimto ensurehatateachstep,
theprobabilitythatanInfranetrequesteselectsa particular
link is equalto the probabilitythataninnocentbrowserse-
lectsthatlink. We thereforeincludelink traversalprobabil-
ity informationasa parameteto the algorithmfor choos-
ing split-strings. We extract theseprobabilitiesfrom the
sener’saccessog.

Prior to communicating with the requester the
responder computes the following information of-

PROCEDURE MODULATE(URL, 8)
// Select the smallest split-string from S
// lexicographically larger than urL
string, ., < {u | v € Ss andu > url
andfv € S sturl<v<u}
// Request the page corresponding to the selected string
< {Sr[i] | Ssli] = stringyay }
sendr

Figure 5. Pseudocode for a modulation function using
rang e-mapping.

fline: C, the cumulatve frequeng distribution for
hidden requests; and P, the link-traversal proba-
bilities.  Specifically P is the set of probabilities
pi; = P(nextrequesis for pagep;|currentpageis p;)
for all pagesp; andp; in R, the setof all pageson the
respondesWebsite.

In eachround,the setS containsk tuples,wherek is
the numberof pagesr for which P(r|rcyrrent) > 0, i.e.,
the numberof possibilitiesfor the requestes next visible
HTTP requestgiventhe currentpagercyrrent- Thesetu-
ples specify k consecutie probability intervals within C.
The size of eachprobability interval Awv; is proportional
to the conditionalprobability P(r|rcyrrent)- By assigning
probabilityintervalsaccordingo the next-hopprobabilities
for HTTP requeston a Web site, range-mappingprovides
statisticaldeniability for the requesteiby makingit more
likely thattherequestewill take apaththroughthesitethat
would betakenby aninnocuousVebclient? Thesumof all
k intervalsis equalto 6, the sizeof the probability interval
for the previousiteration,or to 1 for thefirst iteration.

Pseudocodor themodulationfunctionis shavn in Fig-
ureb. In eachiteration,therequestereceivesS andselects
the split string s that specifiesthe rangein which its mes-
sageuRrL lies. It thensendghecorrespondingisible HTTP
request.

Figure 6 shavs pseudocodéor the demodulatiorfunc-
tion. The respondelinterpretsthe requestrcyrrent @s a
rangespecification,boundedabove by the corresponding
split-string scurrent and below by split-stringin S which
precedescyrrent lexicographically Giventhis new range,
the respondeupdateghe boundsfor the range,string,,;,
and string, .. (lines 12-13), and generatesa new split-
string setS for thatrange(asshown in lines 5-9 and Fig-
ure7?).

A requestecanusethis schemedo modulatethe hidden
messageRL evenif it is notin thedomainof C. There-

2We presentthe range-mappingnodel basedon one-hopconditional
probabilities. It shouldbe notedthat althoughthis approachprovidesthe
appropriatedistribution on link probabilitiesat eachstep,it is not guaran-
teedto properlydistribute morecomplex quantitiessuchasthe probability
of anentiresequencef link choices.



PROCEDURE DEMODULATE(P,C, rcurrent, string,;,,, string . .)

// When the range reaches zero, return the string found
1 if (string,;, = string, )
2 returnstring, ;.
else
// Compute total range for this iteration
3 0 + C(string,,,.) — C(string, ;)
// Initialize lower bound of first sub-interval
4 Umin ¢ C(string, ;)
// For all openly served pages r in R, where
// R Is the set of all pages on the Web site
5 VreR
// Set the upper bound of the sub-interval proportional
// to the probability of requesting page r
6 v 44 - P(r|rcurrent) + Umin
// Extract the string at the boundary of the sub-interval
// This is the split-string for the sub-interval

7 s+ C'(v)
// Save the pair formed by split-string s and page r
8 S+ Su{(s,m)}

Prepare to compute subsequent sub-interval

9 Umin ¢ ¥

// Send the set of all pairs to the requester
10 sendS

// Receive new HTTP request
11 receve reyrrent

// Update interval given the selected split-string
12 string,, « {Ss[i] | Sr[i] = reurrent}
{Ss[i] | Ss[i + 1] = string,,, }if i # 0
0 otherwise

// Further reduce interval
14 returnDEMODULATE(P, C, reurrent; String,,;,, string, ...)

13 string, ;. <+

Figure 6. Pseudocode for a demodulation function using
rang e-mapping.

guesterandrespondecanperformrange-mappingintil the
rangebecomeswo consecutie URLsin C. The prefix that
thesetwo URLs sharebecomeghe prefix p of the hidden
message.At this point, the requestermand respondemay
continuethe range-mappinglgorithm over the set of all
stringsthathave p asa prefix.

Sincetherequestes messagenaybeof arbitrarylength,
theremustexist anexplicit way to stopthe search.Oneso-
lutionis to addatuple (e, 7gng) 10 S, wheree indicatesthat
therequesteis finishedsendingherequestWhenall split-
stringssharea commonprefix equalto thehiddenmessage,
therequestetransmitsrgny-

Range-mappings similar to arithmetic coding, which
dividesthesizeof eachinterval in thespaceof binarystrings
accordingo the probability of eachsymbolbeingtransmit-
ted. Thebinary entropy, H(C), is the expectednumberof

8% P(r,|r

current )

0 T T T >
Lexicographically
ordered strings

string ., S, S string .

Figure 7. One iteration of the
demodulation function. The initial interval
[C(string,;,),C(string, .. )] is divided into k
sub-inter vals according to probabilities of requesting

rang e-mapping

any page on the responder’ s Web site given the current
page Tcurrent.- The responder generates the split-
strings St through s that correspond to sub-inter val
boundaries and returns them to the requester .

bitsrequiredto modulateamessagén C. Arithmetic coding

of abinarystringrequiresH (C) + 2 transmissionsassum-

ing 1 bit persymbol[31]. In our model,eachpagehask

links. Thereforegachvisible HTTP requestransmitdg(k)

bits, andthe expectednumberof requestsequiredto mod-
H(C)

ulatea hiddenrequesis [lg—k] + 2.

4.3 Downstream Communication

Figure 8 shows the decompositionof the downstream
hiding function H4,.... The requestereceves a hidden
messagérom therespondeby makingaseriesof HTTPre-
guestdor images.TherespondeappliesD to therequested
imagesandsendgheresultingimageso therequesterThe
requestercan then apply the inversemodulationfunction
D~ to recover the hiddenmessagdragment. To ensure
innocuousbrowsing patterns the requesteshouldrequest
anHTML pageandsubsequentlyequestheembeddedn-
agesfrom that page(asopposedo makingHTTP requests
for imagesout of theblue).

For the modulationfunction D, we usethe out guess
utility [16], which modifiesthe high frequeng components
of animageaccordingto boththe messagéeingtransmit-
tedandasecrekey. Modulationtakesplacein two stages—
findingredundanbitsin theimage(i.e., theleastsignificant
bits of DCT coeficientsin the caseof JPEG),andembed-
ding the messagen somesubsetof theseredundantoits.
The first stageis straightforvard. The secondstageuses
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Figure 8. Downstream comm unication also consists of a
sequence of HTTP requests and responses. The respon-
der hides messages that it sends to the requester in the
HTTP responses. One efficient downstream comm uni-
cation mechanism uses steganograph y to hide down-
stream messages in requested images.

the sharedsecretskEy asa seedto a pseudorandomum-
bergeneratothatdeterminesvhich subsebf thesebits will
containthemessageThereforewithoutknowing thesecret
key, an adwersarycannotdeterminewhich bits hold infor-
mation. Previous work describeghis processn greaterde-
tail [17].

Steganographys designedo hide a messagén a cover
image wheretheadwersarydoesnothave accesso theorig-
inal cover andthus cannotdetectthe presencef a hidden
message However, because Web sener typically senes
the samecontentto mary differentusers(and evento the
sameausemultipletimes),anadwersarycandetectheuseof
steganographysimply by noticing that the samerequested
URL correspondgo differentcontentevery time it is re-
guested. One solution to this problemis to require that
therespondenever sene the samefilenametwice for files
thatembedhiddeninformation. For this reasonawebcam
senesas an excellentmodefor transmittinghidden mes-
sagesdownstream becausehe filenamesand imagesthat
a webcamsenesregularly changeby small amounts. We
discussthis problemin more detail in Section5. To pro-
tectInfranetrequestersinfranetrespondergmbedcontent
in every image,regardlessof whetherthe Web clientis an
Infranetrequester

Therearemary otherpossiblemodulationfunctionsfor
hiding downstreammessagesOne possibility is to embed
messageis HTTPresponséeadersr HTML pagesHow-
ever, this doesnot provide the downstreambandwidththat

is necessaryo delivermessaget therequestem areason-
ableamountof time. Anotheralternatve is to embedmes-
sagefragmentsin imagesusing hiddenwatermarks.Both
watermarkingand steganographyconcealhidden content;
additionally watermarksare robust to modificationby an
adwersary Pastwork hasinvestigatedvatermarkingtech-
niguesfor compressedideo [6]. A feasibledownstream
modulationfunction might use downloadedor streaming
audioor videoclipsto hidemessages.

Note that our downstreammodulationschemedoesnot
fundamentallydepencdon the useof steganographylin fact,
it may make moresenseo usea datahiding techniquethat
anadwersarycannotmodify or removewithoutaffectingthe
visibly returnedcontent. For example,if arespondeuses
low-order bits of the brightnessvaluesof animageto em-
beddata,the censowill have moredifficulty removing the
covert datawithout affecting the visible characteristicof
therequestedmage.Sincewe assumehatthe censordoes
notwantto affect the experienceof normalusersthis type
of downstreancommunicatiormightbe moreappropriate.

5 Security Analysis

In this section,we discussinfranet’s ability to handlea
varietyof attacksfrom a determinechdwersarialcensor We
are concernedvith maintainingdeniability and covertness
in thefaceof theseattacks,.e., makingit hardfor the cen-
sorto detectrequesterandrespondersin addition,Infranet
shouldprovide confidentiality sothatevenif a censordis-
coversan Infranetrequesteor responderit cannotrecover
ary of themessagesxchanged.

The adwersaryhasaccesdo all traffic passingbetween
its network and the global Internet, especiallyall visible
HTTP requestsandresponsesFurthermorethe adwersary
canactively modify ary traffic thatpasseshroughit, aslong
asthesemodificationsdo not affect the correctnes®f the
HTTP transactionshemseles.

5.1 Discovery Attacks

A censormight attemptto discover Infranetrequesters
or responder$y joining Infranetasarequesteor arespon-
der. To join Infranetasa requestera participantmustdis-
cover the IP addressand public key of a responder Once
theclientjoins, all informationexchangedvith aresponder
is specificto that requester Thus, by joining the network
asa requesterthe censorgainsno additionalinformation
otherthanthatwhich mustalreadyhave beenobtainedout-
of-band.

Alternatively, a censomight setup an Infranetrespon-
der in the hopethat someunlucky requestersnight con-
tactit. By determiningwhich Web clients’ visible HTTP
requestsdlemodulateo sensiblelnfranetmessagesa cen-



I | HTTP Reguests | HTTP Responses |
No Target SuspicioudHTTP requesheaders Suspiciougesponsédeadersr content
OneTarget HTTP requesipatterns Contentpatterns(e.g., sameURL, different

image)
Multiple Targets | Link request@acrosdnfranetrequesters Commonpatternsin HTTP responsege.g.,
for commonlyrequestedorbiddenURLS)

Table 1. A taxonom y of passive attacks on Infranet. If the censor has the ability to target suspected users, attacks involve

more sophisticated analysis of visib le HTTP traffic.

sor candistinguishinnocentWeb clientsfrom Infranetre-
guesters.Currently we rely on eachrequestetrusting the
legitimacy of ary respondeit contacts.Section8 describes
a possibledefenseagainstthis attack by allowing for un-
trustedforwarders.

A censomight mounta passve attackin anattemptto
discover an Infranet communicatiortunnel. Becausethis
typeof attackoftenrequirescarefultraffic analysis passie
attackson Infranetare much more difficult to mountthan
active attacksbasedon filtering or tamperingwith visible
HTTP traffic. The typesof attacksthat an adwersarycan
perform dependon the amountof stateit has,aswell as
whetheror notit is targetingoneor moreusers.

Tablel shows a taxonomyof passie attacksthata cen-
sorcanperformon Infranet. Potentialattacksbecomemore
seriousasthe adwersarytargetsmore users. Weak attacks
involve detectinganomaliesin HTTP headersor content.
Strongerattacksrequire more complex analysis,such as
correlationof users’browsingpatterns.

If a censorobsenes all traffic that passesthrough it
without targeting users,it could attemptto uncover an In-
franettunnelby detectingsuspiciousHTTP requestindre-
sponseheaders,such as a requestheaderwith a strange
Dat e value or garbagein the responseheader Infranet
defendsagainsttheseattacksby avoiding suspiciousmod-
ificationsto the HTTP headersand by hiding downstream
contentwith steganographyAdditionally, by requiringthat
Infranetresponderalways sene unique URLs whencon-
tentchanges|nfranetguardsagainsta discovery attackon
arespondemwherebya censomoticesthatslightly different
contentis beingsened from the sameURL eachtime it is
requested.

A censomwho targetsa suspectednfranetrequestecan
mountstrongerattacks.A censorcanobsene a Webusers
browsing patternsand determinewhether these patterns
look suspicious.Sincethe modulationfunction determines
the browsing pattern,a function that selectssubsequente-
guestsbasedon the structureof the respondes Web site
mighthelp,but doesnotalwaysreflectactualuserbehaior.
Somepagesmight be rarely requestedwhile othersmight

always be requestedn sequence.Thus, it is bestto base
modulationfunctionson informationfrom realaccesdogs.

While generatingvisible HTTP requestsautomatically
requiresthe leastwork on the part of the user this is not
theonly alternatve. A particularlycautioususermightfear
thatary requessequencgeneratedy the systemis likely
to look “strange”andthusarousesuspicion. To overcome
this, the systemcould give the usera certaindegreeof con-
trol over which visible requestsare transmitted. One ex-
ampleis for the requestetto confirm eachURL with the
userbeforesendingt. If theuserfindsthe URL strangehe
canforce the requestetto senda differentURL that com-
municateghe samemessagéragment.Theseoverridesin-
troducenoiseinto the requestes sequence However, the
requestecanencodethe messagavith an error correcting
codethatallows for suchnoise.

Anothersolutionwould beto ensurghatmultiple URLs
mapto eachmessagdragmentthe requestemwantsto send
to give the usera choiceof which specificvisible URL to
request. We conjecturethat with sufficient redundanyg, a
userwill frequentlybe ableto find a plausibleURL that
sendghedesiredmessagéragment.

By targeting multiple users,a censormay learn about
mary Infranetusersasa resultof discovering one Infranet
user Alternatively, a censorcould becomean Infranetre-
guesterand compareits behaior againstother suspected
users. We defendagainstthesetypesof attacksby using
requestespecificsharedsecrets.

5.2 Disruptive Attacks

Becausall traffic betweeran Infranetrequesteandre-
sponderpasseghroughthe censor the censorcan disrupt
Infranettunnelsby performingactive attackson HT TP traf-
fic, such as filtering, transactiontampering,and session
tampering.

5.2.1 Filtering

A censormmay block accesgo variouspartsof the Internet
basedon IP addressor prefix block, DNS name,or port



number Additionally, censorscanblock accesgo content
by filtering out Web pagesthat contain certainkeywords.
For instance,SaudiArabia is reportedlytrying to acquire
suchfiltering software[10].

Infranet'ssuccessgainsfiltering attacksdependsnthe
penasivenessof Infranetresponderghroughoutthe Weh
Becausdnfranetrespondersre discoreredout-of-band,a
censorcannotrapidly learn about Infranet responderdy
crawling the Web with an automatedscript. While a cen-
sor could concevably learn aboutrespondersut-of-band
andsystematicallyblock accesgo thesemachinesthe out-
of-bandmechanisnmalesit moredifficult for a censorto
block accesgo all InfranetrespondersThe wider the de-
ploymentof responder®n Web senersaroundthe world,
themorelikely it is thatInfranetwill succeed.

Note that becausdhe adwersarymayfilter traffic based
on contentandport number it is relatively easyfor the ad-

versaryto block SSL by filtering SSLhandsha& messages.

Thus, Infranet providesfar betterdefenseagainstfiltering
thana systemthatsimply relieson SSL.

5.2.2 Transaction Tampering

A censomay attemptto disruptinfranettunnelcommuni-
cationby modifying HTTP requestandresponses ways
thatdo not affect HTTP protocolconformance For exam-
ple, the adwersarymay changefields in HTTP requestor
responséheaderge.g., changingthe value of the Dat e:
field), reorderfields within headerspr evenremove or add
fields. Infranetis resistanto theseattacksbecauséhetun-
nel protocol doesnot rely on modificationsto the HTTP
header

As describedn Section4.1, the Infranetrequestemust
presenia uniqueuseridentifierwith eachHTTP requestn

orderto be recognizedacrossmultiple HTTP transactions.

A requestecouldsendts userlD in aWebcookiewith each
HTTP request. However, if the censorremoves cookies,
we suggesmaintainingclient stateby embeddinghe user
ID (or sometoken that is a derivative of the userID) in
eachURL requestedy the client. Of course,to presere
the requestes deniability, the respondemust rewrite all
embeddedinks to includethis client token.

The censomay modify the returnedcontentitself. For
example,it mightinsertor remove embeddedinks onare-
guestedWeb pageor flip bits in requestedmages. Link
insertionand deletiondoesnot affect tunnel communica-
tions that use a codebookbecausehe client sendsmes-
sagesupstreamaccordingto this codebook. Attacks on
imagecontentcould disruptthe correctinfranetcommuni-
cation. Traditionalrobustwatermarkingechniquesiefend
againstsuchattacks. Infranetdetectsand blocks suchdis-
ruptionsby embeddinghe nameof thesenedURL in each
response.

5.2.3 Session Tampering

An adwersarymight attemptto disrupttunnelcommunica-
tion by interfering with sequences of HTTP requests. A
censorcouldsene arequestes visible HTTP requesfrom
its own cacheratherthanforwardingthis requesto the In-
franetresponderTo preventsuchanattack,the Infranetre-
guestemustensurehatits HTTP requests&renever sened
from a cache. One way to do this is to always request
uniqgueURLs. We considerthis requirementairly reason-
able: mary sitesthat sene dynamic content(e.g., CGI-
basedageswebcamsetc.) constantlychangeheir URLSs.
Anotheroption is to usethe Pragma:  no- cache di-
rective, althougha censoringoroxy will likely ignorethis.

Alternatively, a censormight insert,remove, or reorder
HTTP requestsandresponseslf a censoraltersHTTP re-
guestpatternsthelnfranetrespondemightseeerrorsin the
recevedmessageHowever, Infranetresponderscludethe
nameof the sened URL in eachresponsetream thusen-
ablingtherequesteto detectsessiorcorruptionandrestart
the transmission.In the caseof range-mappingupstream
transmissiorerrorswill be reflectedin the split-stringsre-
turned by the responder The requestercan also defend
againsttheseattackswith error correctiontechniqueghat
recover from the insertion, deletion, and transpositionof
bits [20].

6 Implementation

Our implementatiorof Infranetconsistsof two compo-
nents:thelnfranetrequesteandthelnfranetresponderThe
requestefunctionsasa Web proxy andis responsibleor
modulatinga Web browser’s requestfor hiddencontentas
asequencef visible HTTP requestdo the Infranetrespon-
der. Therespondefunctionsasa Web sener extensionand
is responsiblefor demodulatingthe requestes messages
anddeliveringrequestedontent.Therequesteandrespon-
der utilize a commonlibrary, | i bi nf r anet , thatimple-
mentscommonfunctionality, suchas modulation,hiding,
andcryptographyIn this sectionwe discusourimplemen-
tationof theInfranetrequesteandresponderaswell asthe
commonfunctionalityimplementedn | i bi nf r anet .

6.1 Requester

We implementedthe Infranet requesteras an asyn-
chronousWeb proxy in about2,000lines of C++. We used
i btcl for the asynchronougvent-driven functionality.
The requestersendsvisible HTTP requestgo an Infranet
responderbasedon aninitial URL attheresponderthere-
sponders public key, andoptionallyaninitial key IKEY.

The requesterqueuesHTTP requestsfrom the users
browserandmodulateghemsequentially If the requester
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Figure 9. Responder header format.

knows aboutmore than one responderit can servicere-
guestdn parallelby usingmultiple responders.

In our implementationyisible HTTP requestdrom the
requestearegenerate@ntirelyautomatically As discussed
in Section5.1,we couldalsoallow theuserto participatein
link selectiorto provide increasedovertness.

6.2 Responder

We implementedthe Infranet responderas an Apache
module, nod_i nf ranet in about 2,000 lines of C++,
which we integratedwith Apachel.3.22runningon Linux
2.4.2. The Apacherequestcycle consistsof mary phases,
includingURI translationcontent-handlingandauthoriza-
tion [22]. Ournod.i nf r anet moduleaugmentshe con-
tent handler phaseof the Apacherequestoop. Therespon-
der processesequestsasit normally would but alsointer-
pretsthemasmodulatechiddenmessages.

An Infranetrespondemustmaintainstatefor arequester
acrosgnultiple HTTP transactionsThe currentimplemen-
tation of therespondeusesWeb cookiesto maintainclient
statebecausehis mechanismwassimpleto implement;in
thefuture, we planto implementthe URL rewriting mech-
anismoutlinedin Section5 becausef its strongerdefense
againstpassie discovery attacks. The respondeusesthe
REQUESTERTOKEN cookie,which containsa uniqueiden-
tifier, to associattHTTP requestgo a particularrequester
For eachrequesterthe respondemaintainsperrequester
state,including which FSM statethe requestelis in, the
modulationfunction the requesteiis using, the sharedse-
cretskEey, andmessagéragmentdor pendingmessages.

Figure9 shavstheheadethattherespondeprependso
eachmessagfragment.\ersionis a4-bit field thatspecifies
which versionof the Infranettunnelprotocoltheresponder
is running. Type specifieghe type of message¢hatthe pay-
load correspondgo (e.g., modulationfunction update,re-
guestedhiddencontentetc.).Z is a1-bit field thatindicates
whethertherequesteaontentin the payloadis compressed
with gzi p (thisis thecasefor HTML filesbut notimages).
Fragment Length refersto the length of the messagdrag-
mentin the payloadin bytes,and Fragment Offset speci-
fiestheoffsetin byteswherethisfragmentshouldbeplaced
for reassemblyof the message Message Length specifies
thetotal lengthof the messagén bytes. Becausaupstream

bandwidthis scarceand transmittinga headermight cre-
aterecognizablenodulationpatternstherequestedoesnot
prependaheadeto its messages.

6.3 Steganography and Compression

Upon receving a request, the responderdetermines
whetherit canembedhiddencontentin theresponseCur-
rently, rod_i nf r anet only embedslatain JPEGimages.
If therespondedetermineshatit is capableof hidinginfor-
mationin the requestediata,it usesout guess to embed
the hiddeninformationusingskey. To reducethe amount
of datathat the respondemust sendto the requesterthe
respondercompresse$iTML files with gzi p [5] before
embeddingheminto images.

6.4 Cryptography

The Infranetrequestegenerateshe 160-bit sharedse-
cret SKEY using/ dev/ random SKEY is encryptedus-
ing the RSA public key encryptionimplementationin the
OpenSSlibrary [15]. This ciphertext is 128 bytes,which
imposesa large communicationoverhead. However, be-
causethe ciphertet is a function of the length of the re-
questers public key, it is difficult to make this ciphertext
shorter Oneoptionto amelioratethis would be to usean
implementatiorof elliptic curve cryptography{13].

7 Performance Evaluation

In this section,we examinelnfranet's performance We
evaluate the overheadof the tunnel setup operationand
the performanceof upstreamand downstreamcommuni-
cation. Finally, we estimatethe overheadimposed by
nod_i nf ranet onnormalWebseneroperations.

All of our performancetestswere run using Apache
1.3.22with mod_i nf r anet ona1.8 GHz Pentiund with
1 GB of RAM. For all performancdestswe rananinfranet
requesterand a Perl script that emulatesa users browser
from the samemachine.

7.1 Tunnel Setup

Tunnelsetupconsistof two operationsupstreantrans-
missionof SKEY encryptedwith therespondes public-key,
anddownstreamransmissiorof U,,,ne;- IN ourimplemen-
tation, SKEY is 160bits long andthe correspondingipher
text is 128 bytes,proportionalto the length of the respon-
der’s public key. Transmissiorof Uz, e IS €quivalentto a
singledocumentransmission.The transmissiorof anini-
tial modulationfunction, if oneis used,requiresoneaddi-
tional downstreantransmission.
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Figure 10. Number of visib le HTTP requests required to
modulate hidden URLs with and without link traversal
probabilities for rang e-mapping, assuming 8 links per
page (k = 8). The expected number of visible HTTP
requests required to modulate a message is independent
of whether the link traversal probabilities are used.

7.2 Upstream Communication

An importantmeasureof upstreancommunicatiorper
formanceis how mary HTTP requestarerequiredto mod-
ulate a typical message.We focus our evaluationon the
range-mappingchemedescribedn Section4.2.

We evaluatedthe performancef range-mappingsinga
Web proxy tracecontainingl174,100uniqgueURLSs from the
Palo Alto IRCache[8] proxy on January27, 20023 When
we weight URLs accordingto popularity, the mostpopular
10%of URLsaccounfor roughly90%of thevisible HTTP
traffic. Thisis significant,sincemodulatingthe mostpopu-
lar 10% of URLSs requiresa smallnumberof visible HTTP
requests.

A requestecanachieve statisticaldeniability by pattern-
ing sequencesf HTTP requestsafter thoseof innocuous
Webclients. As describedn Section4.2.3,this is doneby
assigningsplit-stringrangesn C accordingto the pairwise
link traversalprobabilitiesP. To evaluatethe effect of us-
ing thedistribution P, we modulatedL,740requestéromC,
both usingandignoring P, assuming outgoinglinks per
page.

Figure 10 shaws that assigningrangesbasedon link
traversalprobabilitiesdoesnot affect the expectednumber
of visible HTTP requestsequiredto modulatea hiddenre-
quest. This follows directly from propertiesof arithmetic
codes[31]. In both cases,over half of hiddenmessages

3Thesetraceswere made available by National ScienceFoundation
grantsNCR-9616602ndNCR-9521745andthe NationalLaboratoryfor
Applied Network Research.
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Figure 11. The median and 90th percentile of number of
requests to modulate a message is very small even for
small number s of outgoing links (k) on each page.

required4 visible HTTP requests,and no more than 10
requestavere neededfor ary message.Therefore,using
traversalprobabilitiesto determinethe size of rangesin C
providesstatisticaldeniabilitywithouthurtingperformance.

Settinglink traversalprobabilitiesto 1/k, we evaluated
the effect of the numberof links on a page,k, on upstream
communicatiorperformanceFigure11 showvs that90% of
messagefrom C canbemodulatedn 10 visible HTTP re-
questor fewer, evenfor k assmallas4.

In thetracewe usedfor our experimentsthe binary en-
tropy of the frequeng distribution of requestedJRLs is
16.5hits. Therefore,the expectednumberof requestse-

quiredto transmita URL from C is [}g—f + 2. Theem-
pirical resultsshavn in Figure11 agreewith this analytical
result.

To evaluatethe performanceof range-mappingn real
sites, we modulatedhiddenrequestswhile varying & and
p accordingto the browsing patternsobsened on a real
Website. We analyzedheWebaccesdogsfor nis. | cs.
mt.edu andpdos. | cs. m t. edu to generatevalues
for k andp for eachpageon thesesites. We thenobsened
the numberof visible HTTP requestgequiredto transmit
1,740messagefrom C. Resultsfrom this experimentare
shavn in thetablebelon. The numberof requestsequired
to modulatea hiddenmessageés slightly higherthanin Fig-
urell,sincek variesfor arealWebsite.

SITE kavyg MEDIAN 90%
nns.lcs.mt.edu 8 6 10
pdos.lcs. mt. edu 12 4 6
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Figure 12. Number of requests required to retrie ve data
of various sizes. Each visible HTTP request contains
approximatel y 1 kB of a hidden message.

7.3 Downstream Communication

Figure 12 shavs the numberof HTTP requestghat an
Infranetrequestemust make to retrieve hiddenmessages
of varioussizes.Eachvisible HTTP responseontainsap-
proximately 1 kB of a hidden message. The amountof
datathat can be embeddedn one visible HTTP response
depend®n two factors—thecompressiomatio of the mes-
sageandthe amountof datathatcanbe steganographically
embeddednto a singleimage. Thus,dependingn the re-
guestedlocumenaindtheimageausedto embedhehidden
responsethe numberof visible HTTP requestsequiredto
senda givenamountof hiddendatamayvary.

We microbenchmar&dthe main operationgnvolvedin
contentpreparation. First, we ran a microbenchmarkof
out guess in an attemptto determinethe rate at which
it canembeddatainto images.Our measurementsdicate
thatout guess embeddatainto animageat a rateof 20
kB/sec,andthatthe time that out guess takesto embed
datais proportionatto the sizeof the coverimage.

We alsoranmicrobenchmarkengzi p to determindts
computationatequirementsaswell asthe compressioma-
tiosit achievesontypical HTML files. We fetchedthei n-
dex. ht M pagefrom 100 popularWeb sitesthat we se-
lectedfrom NielsenNetratings[14] and IRCache[8]; the
mediarfile sizefor thesdileswas10kB. gzi p compressed
theseHTML files to asmuchas12% of their original size;
in theworstcasegzi p compressethe HTML file to 90%
of its original size. In all casescompressiorof anHTML
file nevertook morethan20 milliseconds.
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Figure 13. The overhead of running Infranet on Web
server performance . For disk bound workloads, an In-
franet responder performs comparab ly to an unmodified

Apac he server.

7.4 Server Overhead

To ensureplausibledeniability for Infranetrequesters,
Infranetresponderalways embedandomor requestedata
in thecontentthey sene. Becausegherespondemustmalke
no distinctionbetweennfranetrequesterandnormalWeb
clients, an Infranet-enabledVeb sener incurs additional
overheadn servingdatato all clients.

Thereforeto determinghe performancemplicationsof
running an Infranet responderwe submittedan identical
sequencef requestgo an Infranet-enabled\pachesener
andanordinaryApachesener. Therequestracecontainsa
sequencef visible HTTP requestghat were generatedy
usingan Infranetrequesteto modulatethe requestsn the
setof 100popularWebsites.

Figure 13 shows the additionaloverheadof runningIn-
franet. Becausethe sener must embedevery imagewith
data,regardlesof whetherit is servingan Infranetrequest
or not, running Infranet incurs a noticeableperformance
penalty 16%of all requestsenedonaninfranetresponder
achieved300kB/s or less,and89% of requestsveretrans-
ferredat 1 MB/s or less. In contrast,62% of requeston a
normal Apachesener weredeliveredat 1 MB/s or greater
Neverthelessfor diskboundworkloads aninfranetrespon-
derperformscomparablyto aregularApachesener. Band-
width achieved by Infranetnever dropsbelon 32% of that
achievedby anApachesenerrunningwithoutInfranet,and
is within 90% of Apachewithout Infranetfor 25% of re-
guestsOurcurrentimplementatiorhasnotbeenoptimized,
andwe believe we canreducethis overhead Oneway to do
somightbeto pre-fetchor cachecommonlyrequesteden-
soredcontent. The overheadof runningout guess could
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Figure 14. An improved architecture separates the for-
warding and decoding of hidden messages in both di-
rections. This allows a potentiall y untrusted forwar der
to service requests and serve hidden content. The UID
serves to demultiple x requester s.

bereducedy pre-computingheleast-significanbits of the
DCT for eachimageon thesite.

8 Enhancements

To this point, we have assumedhat Infranet requester
softwarecanbe distributed on a physicalmedium,suchas
a CD-ROM. However, this distribution mechanisms slow,
providesevidencefor culpability, andis mucheasierfor op-
pressve governmentso controlthanelectroniadistribution.
Thus, a future enhancementvould allow clientsto down-
loadthe Infranetrequestesoftwareover Infranetitself, es-
sentiallybootstrapping the Infranetrequester

Thearchitectureve presentedn Section3 doesnotpro-
tect againstan impersonatiorattackwherebya censores-
tablishesanInfranetrespondeanddiscoversrequesterdy
identifying the Web clients that sendmeaningfulInfranet
requests. Figure 14 shovs an improved systemarchitec-
ture,wherearequesteforwardsvisible HTTP requestdo a
trustedrespondethrougha potentiallyuntrustedorwarder,
suchthatonly therespondecanrecoverthehiddenrequest.
Responderfetch andencryptrequesteadontentandreturn
it to the requesterthrough a forwarder which hides the
encryptedcontentin images. This schemeprovides sev-
eral improvements. First, blocking accesgo Infranetbe-
comesmore difficult, becausea requestercan contactary
forwarder trustedor untrustedfo gainaccessSecondthe
censorcanbecomeaforwarder butit is muchmoredifficult
for thecensorto becomeatrustedresponder

In the currenttunnel communicationprotocol, an In-
franetrequesteandrespondetake turnstransmittingmes-
sages. It is concevable that a schemecould be devised
wherebytheHTTPrequestsisedto fetchtherequestedon-
tentcouldalsobeusedto transmitthe next hiddenmessage,
thusinterleaving the retrieval of hiddeninformation with
thetransmissiorof the next hiddenmessage.

Sincethereare mary concevable ways of performing
modulationand hiding, it is likely thattherewill be mary
different versionsof the tunnel communicationprotocol.
Tunnelsetupshouldbe amendedo includeversionagree-

ment,suchthatif someparticularaspecof thetunnelproto-
col in agivenversionis foundto beinsecuretherequester
andrespondecaneasilyadaptto run a differentversion.

9 Conclusion

Infranetenablesisergo circumventWebcensorshiand
suneillanceby establishingovertchannelsvith accessible
Web seners. Infranetrequestergomposesecretmessages
using sequence®f requestghat are hard for a censorto
detect,andInfranetrespondergovertly embeddatain the
openlyreturnedcontent.Theresultingtraffic resembleshe
traffic generatedby normalbrowsing. Hence,Infranetpro-
videsboth accesgo sensitve contentand plausibledenia-
bility for users.

Infranet usesa tunnel protocol that provides a covert
communicatiorchannebetweerrequesterandresponders,
modulatedover standardHTTP transactions. In the up-
streamdirection, Infranetrequestersendcovert messages
to Infranetresponderdy associatingadditionalsemantics
to the HTTP requestdbeing made. In the downstreamdi-
rection, Infranetresponderseturn contentby hiding cen-
soreddatain uncensore@magesusingsteganographitech-
nigues.While downstreanctonfidentialityis achiezedusing
a sessiorkey, upstreanconfidentialityis achiezed by con-
fidentially exchanginga modulationfunction.

Our upstreamand downstreamprotocolssolve two in-
dependenproblems,and eachcan be tackled separately
Although our protocolis optimizedfor downloadingWeb
pagesijt actuallyprovidesa channeffor arbitrarytwo-way
communication;for example, Infranet could be usedto
carryoutaremotelogin session.

Our security analysis shoved that Infranet can suc-
cessfullycircumvent several sophisticatedcensoringtech-
niguesrangingfrom active attacksto passve attacksto im-
personationOurperformanceanalysisshavedthatinfranet
provides acceptablebandwidthfor covert Web browsing.
Therange-mappinglgorithmfor upstreancommunication
allows the requestetto innocuouslytransmita hiddenre-
guestin a numberof visible HTTP requestghatis propor
tional to the binary entropy of the hiddenrequestdistribu-
tion. We believe thatthewidespreadieploymentof Infranet
responderdundledwith Web sener software hasthe po-
tentialto overcomevariousincreasinglyprevalentforms of
censorshimndsurweillanceon the Weh
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